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XA CAM LUONG Déc 14p - Tw do - Hanh phic
S6:228 /BC - UBND Cdm Lwong, ngay 14 thang 9 ndam 2023
BAO CAO

Két qua thue hién cdng van 1602/UBND - VHTT, ngay 04/7/2023
cia UBND huyén Cam Thiy bao ddm an toan thong tin theo cap do

Thuc hién Coéng vin s6 1602/UBND — VHTT, ngay 04/7/2023 cia UBND
huyén Cam Thuy, vé viéc trién khai thyc hién phuong an bao dam an toan thong tin
theo cip do.

UBND x4 Cam Luong, bao cao két qua thuc hién phuong an bao dam an toan
thong tin theo cap do cua xa nhu sau:

|. CONG TAC TRIEN KHAL

Trén co co cong vin s6 1602/UBND — VHTT, ngay 04/7/2023 caa UBND
huyén Cam Thuy, vé viéc trién khai thuc hién phuong an bao dam an toan théng tin
theo cép d6. UBND x4 t6 chirc hoi nghi trién khai thuc hién phuong an bao dam an
toan thong tin theo cap do dén toan thé can bd trong co quan.

II. KET QUA THUC HIEN PHUONG AN BAO PAM AN TOAN
THONG TIN THEO CAP PO 1.

1. Tiéu chi vé thiét 1ap chinh sich an toan thong tin.

- T6 chirc trién khai theo Quy ché bao dam an toan thong tin, an ninh mang
trong co quan.

- Cac may tinh cua can bd, cong chuc trong co quan dugc cai dat mat khau véi
dd an toan cao va thay d6i mat khau 03 lﬁn/théng; cac tai khoan dang nhap cac hé
théng phai dugc ding xuat khi khong st dung. Thyc hién cac bién phap ma héa ddi
véi céac tai khoan, mat khau dugc luu trit trén thiét bi.

- Khoa may tinh khi tam thoi roi khoi noi dat may tinh; tit may tinh khi roi
khoi co quan.

2. Tiéu chi vé t6 chirc bio dam an toan thong tin.

- UBND xa giao cong chuc Van phong va cong chitc Van hoa chiu trach nhiém
trong viéc t6 chirc bao dam an toan thong tin, dau méi tiép nhan va xir 1y su cb an
toan thong tin tai co quan.

- Huéng dan can bo, cong chitc ngudi sir dung hé thdng cac quy dinh bao dam
an toan thong tin trong qua trinh lam viéc.

- Trién khai phd bién, tuyén truyén nang cao nhan thirc vé an toan thong tin
cho can bo, cong chirc trong co quan 10ng ghép trong cac budi hop co quan.
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3. Tiéu chi vé quan 1y van hanh hé thong thong tin.

- Ra soat, chuén hoa so dd logic va vat ly vé hé théng mang tai don vi

- T6 chic quan ly dinh danh, xac thuc ddi véi tat ca nguoi st dung, may tinh,
thiét bi mang co két ndi hé théng mang.

4. Tiéu chi vé phwong an quan 1y rii ro an toan théng tin.

- Xay dung Phuong an x4c dinh mtrc d6 rui ro, phan loai cac mbi de doa va quy
trinh quan 1y rai ro vé mat an toan thong tin trong co quan.

5. Tiéu chi vé két thiic vin hanh, khai thac, thanh 1y, hiiy bé hé thong
thong tin.

- C6 quy trinh khi két thic van hanh, khai thac, thanh 1y, hay bo hé thong thong
tin tai co quan.

*, Phwong 4n bao dam an toan thong tin vé ky thuat.

1. Bdo dam an toan mang ndi bd theo Ho so cép d6 I. UBND x3 da dau moi
phdi hop véi VNPT Cam Thuy dé thiét ké, chuan hoa lai mo hinh duong mang theo
Hb so cap do dugc phé duyét, trong d6 can dap tmg duge cac yéu cau tdi thiéu sau:

- Chi str dung 01 dudng truyén Internet chinh dé cung cap dich vu cho toan bo
nguoi dung trong co quan.

- Bdi véi cac két ndi mang co day tir may tinh ngudi dung duoc quy hoach vao
trong phan vung mang nd1 bd (LAN).

- Ddi vé6i cac két ndi khong day danh cho nguoi st dung va khach dugc quy
hoach vao trong viing mang khong day (WIFI). Mang khong day (WIFI), thiét 1ap bao
vé bai mat khau an toan.

- C6 phuong an dy phong ddi véi dudng truyén Internet.

- C6 phuong an quan ly truy cap gitra cac vung mang, quan 1y truy cap, quan
tri hé théng tr xa an toan.

- Pau tu, bd sung cac trang thiét bi mang, bao mat theo HO so cép do duoc phé
duyét.

- Thiét lap, cdu hinh day du cac tinh ning bao mat cua thiét bj mang. Thay d6i
tai khoan, mat khau mic dinh truy cdp vao cac thiét bi mang (Modem, Switch, Wif1)
Thudng xuyén, kiém tra phién ban hé diéu hanh cta thiét bi mang dé cap nhat, va 15i
khi can thiét

2. Bao dam an toan may tinh ngudi st dung

- Trién khai cai dat phan mém phong chong ma ddc tap trung cia tinh trén toan
bd cac may tinh cua can bg, cong chirc trong co quan.

- Ra soat, cap nhat cac ban va bao mat dinh ky trén cac may tinh.
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Trén ddy 1a ndi dung bao két qua thuc hién cong van 1602/UBND — VHTT,
ngay 04/7/2023 ctia UBND huyén Cam Thuy bao dam an toan thong tin theo cap do
da duoc phé duyét x4 Cam Luong./.

Noi nhén: KT. CHU TICH
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